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Overview

e Motto:

“Change the OGC interfaces as little as possible,
use other existing standards when possible”

* Implementation based on SAML &
XACML (OASIS)

* \We used: Java, Apache Tomcat, AXIS
o Software: OpenSource
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1) You need to know your resources

(here feature types)!
-

<xs:schema elementFormDefault="qualified"
attributeFormDefault=""unqualified"” version="1.0">

<Xs:import namespace="http://www.unibw.de/i1nf3/ows4""
schemalLocation=,,http://blade06. informatik.unibw-
muenchen.de:8080/geoserver/wfs/DescribeFeatureType?typeName=

ows4:River L,

ows4:Aerodrome A,

ows4:Taxiway A,

ows4:HeliPad P2,

ows4:Road L,

ows4:Aircraft Hangar_ A,
ows4:Runway A,
ows4:Administrative Boundary L"/>
</xs:schema>
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2) You need to know the 1dentities and how

they are represented!

< UniBW GeoDRM Client-Side Proxy

() Digital Signature / X509 Certificate

Digital Signature / X509 Cerificate

SOAP EndPaoint
|http:rﬁisdemu.informﬂﬁk""ihm isiservices MSD3DataProxy | ‘
Authentication
Username I Passwor: d
® Username | Password
I me: WA Officer

(® Smartcard Identity: ‘ | ‘ Refresh |
() File / Keystore
PIN / Password:
File | Keystore
File:
Keystore Type: ‘ | Keystore Password:
License Tokens
LicenselD2 - FieldEngineer
Lincese 1D1 - NGA Officer -
Delete
HTTP Proxy
Host: ‘ |
Port: ‘ | Apply Changes | | Exit

12,08 23:03] Configuration succesfully loadec!

05.12.08 23:03] Cpen a broveser windovw and type bt Aocalhost 2727 st

der Bundeswehr
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3) You need to know the actions

that can be taken!
T

o WES-T GetCapabilities Request

— <Operations>
e <Query/> <!--read -->
e <Insert/>
o <Update/>
e <Delete/>
e <Lock/> <I-- not relevant here -->

— </Operations>
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4) You need to know the permissions
per user-license!

£ UniBW GeoDRM Client-Side Proxy M=

e« OWS-4 Script (GeoDRM use
tpistemonformati i muenchen de:80/axissenvices MSD3DataPraxy B Case # 4)

Authentication

() Username /Passwor d N ER— G Offoar I
o ’ 3 % — -
(! Digital Signature / X500 Certificate — i [reeere WO u Se rS n
 Field-Engineer
File | Keystore

Digital Signature / X500 Cerificate
® Smartcard Identity: ‘ H Refresh |
PIN / Passwor (i3 -
* NGA-Officer
File:
Keystore Type: | | Keystore Password: =
e License ID-1

License Tokens

v e (NGA-Officer)
e License ID-2

Host: | |
Port: | | Apply Changes | | Exit |

08.12.06 23.03 1 Configuration succesfully loaded! F I e I d - E n I n e e r
0812

B 23:03] Open & broveser window and type hitp Mocalhost 2727 kit

) File [ Keystore
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5) Don‘t forget about the ,,open*

operations / actions
-

AnvSubject - These permissions are granted to all subjects
This enables a simple navigation in the data without seeing the airport features

Operation / Action Feature Type Area
GetCapabilities N/A N/A
DescribeFeatureType N/A N/A
GetFeature / GetFeature ows4:Road L N/A
GetFeature / GetFeature ows4d:River L N/A

» [or the purpose of navigating with the data, just allow
(additional) access to unrestricted resources

— ows4:River L
— ows4:Road L
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6) Define Permissions for the Restricted

Operations / Actions
-

NGA-Officer — Additional permissions .
(License ID-1)

This enables the Analyst to see the airport features

Operation / Action Feature Type Area
GetFeature / GetFeature ows4d:Aerodrome A N/A
GetFeature / GetFeature ows4:Helipad P N/A
GetFeature / GetFeature owsd: Taxiway A N/A
GetFeature / GetFeature ows4:Aircraft Hangar A N/A
GetFeature / GetFeature ows4:Runway A N/A
GetFeature / GetFeature ows4d:Apron A N/A

This enables the Analyst to create new and update/delete existing features

Operation / Action Feature Type Area
Transaction / Insert, Update, Delete | ows4:Helipad P N/A
Transaction / Insert, Update, Delete | ows4:Taxiway A N/A
Transaction / Insert, Update, Delete | ows4:Runway A N/A

der Bundeswehr
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6) Define Permissions for the Restricted
Operations / Actions

Field-Engineer — Additional permissions

This enables the Analyst to see the airport features

(License ID-2)

Operation / Action Feature Type Area
GetFeature / GetFeature ows4:Aerodrome A N/A
GetFeature / GetFeature ows4:Helipad P N/A
GetFeature / GetFeature owsd: Taxiway A N/A
GetFeature / GetFeature ows4:Aircraft Hangar A N/A
GetFeature / GetFeature owsd:Runway A N/A
GetFeature / GetFeature ows4d:Apron A N/A

This enables the Analyst to create new and update existing features

Operation / Action

Feature Type

Area

Transaction / Insert, Update, Delete

ows4:Helipad P

WITHIN Al (see figure below)

Transaction / Update

owsd:Taxiway A

N/A

Transaction / Update

ows4d:Runway A

N/A
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6) Define Permissions for the Restricted
Operations / Actions

Geometry based access restrictions (Ll cense | D_2)
T [
| | — s S o= L '
— . < : SN - . —
d_-;*'-' -, - = B Tl o —~ J o u 5 s
Wt - | I - 1 = L
| \ - a F .
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7) Encoding of the Conditions

e Choice GeoXACML as an extension to
XACML, because it allows to declare and
enforce geometry-based permissions

— =Condiion Functiondd="ur1oasisnamestezacml 1. Ofinctionall-of =
<Function FunetionTd="htty wwrw. geoxactnl orgl1. Offanctiondwithin /=
— <Attiibute Value DataTvpe="http/www opengs net/gml#polygon' =
— =ginl: Polyvgon gid="F2" srsName="EP=(3:4326">
= =gl outerBomndarvIs=
— <gml: LinearFing~
— <gml: coordinates cs="" ts="">
WP 2ETRETETEZEL96 40 72400955510945 74 1255262 1736093 40 722600898571435 74 12552621736093 40 61488317 2228936
WP 28929123302396 40 61558494955794 4 2BTOETETEZE096 40 72400955310945 74 2879ETETE28596 40.724005553210945
SR 2ETRETETEZES96 A0, 724002553510945
</aml: coordinates>
</aml: LinearRing=
</gml: outerBoundarvIs>
<faul:Polvgon=
<fAttribute Value >
<Attribute Selector DataType="http {fwwrw opengis net/oml#hox" MustBePresent="false" RequestContextPath="/ogc BEOX/gml Eox" >
<{Condition>



8) The overall Policy Structure
-

4 XACML Policy Container A
Policy Container for all Policy Container Policy Container
publicly available representing representing
operations/actions License ID 1 (NGA-Officer) | |License ID 2 (Feld-Engineer)
\. J
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Now let‘s see some examples
-

1. GetCapabilities and Describe Feature Type Is
unrestricted for everyone

2. GetFeature action (action == operation) Is permitted
for Rivers and Roads to everyone

3. Insert of Helipads is only allowed around the area of
the Airport for License ID 2

4. Delete of Runways is not allowed for License ID 2
5. Delete of Runways is permitted for License ID 1

der Bundeswehr
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1) GetCapabilities and Describe Feature Type

IS unrestricted for everyone
-

— <Rule Effect="Fermit" Ruleld="rule-0. 1"~
— <Desciption=
Everybody can make GetCapabilities [ DescribeFeatureType
</Description=
— =Target>
— <Subjects>
<AnySubject/>
<fSubjects>
— <Resources>
<AnvBesource/>
=/Resources>
— <Actions>
— <Acthon>
— <Actionatch MatchId="urn casisnames toxacml 1. 0 function string- e qual">
<Attiitbute Value DataType="httpifwww w3 crgl200 1L S chema#etring" = GetCapabilities < Attribute Value >
<ActionAttributeDesignator Athibuteld="urcasis names toxacml 1. 0 actionaction-1d" DataType="http/iarww. w3 org/ 2001/ ML S chema#string />
<fActionlIatch>
<fAction>
— <Action>
— <ActionMatch MatehId="urn casisnamestoxzacml 1. 0 funchon string-e qual"=
<Attitbute Value DataType="hitpfwarw w3 crgl200 13 LS chema#string"=DescnbeF eature Type </ Attribute Value >
<ActionAttnbuteDesignator Athabuteld="urcass names toxzacml 1. 0 achonaction-1d" DataType="http/iwrww w3 org/200 1ML S chema#string =
<fActionlIatch>
<fAction>
=fActons>
=(Target>
=/Rule>

uer puridesvverir
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2) GetFeature action (action == operation) Is

permitted for Rivers and Roads to everyone
-

<Rule Effect="Fermit" Ruleld="rile-0.2">

— <Desciption>
Evervbody can make GetFeature recuests for owsd Foad L and owsd:Biver L
<{Description>
— =<Target> 4 = )
~ Zubjecs> What‘s this XPath all about?
“AnySubject/> ] ' . '
count(//wfs:Query[@typeName='ows4:Road L'])
— <Resomrces> —_—
— <Resomce>
— <ResowrcelIatch MatchId="urnoasis namestoxacml 1. 0:functioninteger-less-than"~
<Attiibute Value DataType="httpfwww w3 org/ 200 VEMLSchema#integer" > 0</Attribute Value> *
<AttributeSelector DataType="http /fwww w3 org/200 1/ 2L S chemathinteger” Rel]ue-.stCuutextPatl@Wfs:Query[@typeNamefowsﬂf:Road_L']E
</ResowcelIatch>
=Resowrce>
— <Resomce>

— <Resourcellatch Matchld="urn oasisnamestexzacml 1. 0fmcton mteger-less-than"=
<Attribute Value DataType="http fwww w3 org/200 V3L E chemafinteger">0</ Attribute Value >
<AttributeSelector DataType="http \fwrwrw w3 org/200 1L S chematinte ger” RequestCuntextPﬂtl@Wfs:Quer}r[@typeNamefowsdl:R.iver_@
</ResowrcelIatch>
</Resomwrce>

</Resomrces>
— =Actions>
— =Action>
= <ActonMatch MatehId="urnoasisnamestozacml 1.0 finction string-equal =
<Attiibute Value DataType="httpfwwrw w3, org/200 XML S chema#stnng" > GetFeature</Attribute Value>
<ActionAttributeDesignator Attributeld="urn casiz names:tczacml 1. Qactionaction-id" DataTyvpe="http /fwrwrw w3, org/200 1L S chema#string" />
=fActionMatch=
<fAction=
<{Actions=

iy <Target=
Unir



3) Insert of Helipads is only allowed around

the area of the Airport for License ID 2
-

- =Rule Effeci="Perrit" Ruleld="rule-2 4"=
— =Description=

Field-Engivieer can Insert features of type owsdHeliPad P2 WITHIN ares around the airport

=/Description=

e What*s this XPath all about?

<AnySubjecti=

it count(//wfs:Query[@typeName="ows4:Road L'])

- <Resource=
— =Resourcehatch Matchld="wmn:0as1s tares tozacral: 1.0 functioninteger-less-than "=
=Attribute Value DataType="http:/heranz w3 org2001 LMW LScherma#integer "=0=/Atiribute Value=
=Atirihute Selector DataType="http [funzner w3 orgl2001 ML chemafinteger" RequsstCon@"cnum(ﬂwfs:Insert!nws4:HeliPa.d_P2)".l‘> >
=/ResourceMatch=
=/Resource=
=/Resources=
- <Actons=
— <Action=
- <ActionhTatch MatchId="wn 0asiz names texacrl: 1.0 fmetion:string-eoqual "=
=Atiribute Value DataType="http:fwrww w3 org 2001 ML Schetnafetring">=Insert =/ Attribute Value=
=ActionAttribute Designator Anributeld="mr0asis narnes toxacid:1 Dactioraction-id" Data Type="http:fhazne w3 org200 1M LScherma#string "=
=fActionhatch=
=IAetion= c - ?
ctcions What‘s this XPath all about”
=Target=
— =Condition Functionld="ur:oasis rares tezarmd: 1.0 function:all-of= . r n - n . n r . -
=Function Functionld="http e seozactal.orgfl Difunctiongheithin = // f T t / f I t/ 4 H I P
- = Atiribute Value DataType="htty/hornr opengis netigal#polygon = W S - a SaC I O W S - Se OWS - e I a
- <gml:Polyzon gid="FP2" srsIName="EF5G4326"= -
T d_P2/ows4:the geom/gml:Point
“enlovisBouday _FZ/0ws4:the_geom/gmi.roin
- <gml:coordinates cs="," ts=" "=
ST 28TORTRTE RS04, 40 T2400055310945 7412552621 T38003,40. 72260 5008371435 -74.12552621 736093,40 6148831 T2XAR036 74 280301 23302306,40 61 558404050704 74 QRTOETETEZE506,40.72400955310045
ST 28TOETETE2RS96, 40 . T24009553 10045 - 74 28T0ETATELE 506,40 724009553 10945

=fgml:coordinates=
=/gml:LinearRing=
<lgml:outerBoundaryls=
=fgml:Polygon=
=[Attribute Value>=
= Attribute Selector DataType="http e opengis netiorol#point” MusiBePreseni="tre" RequestCunte@s:Tmnsactioanfs:InsertIomd:He]jPad_PQIomdl:the_geomIgml:@
=/Condition=

=/Rule=



4) Delete of Runways (and Helipads,
Taxiways) Is not allowed for License ID 2

— <Rule Effect="Deny" Ruleld="rule-2 5">

Field-Engineer can NOT delete features of type owsd HeliPad P2, owsd: Taxiway_ A, owsd Runway A
</Description:
— <Target>
— =Subjects>
<AnySubject/>
<iSubjects>
— <Resomrces>
— <Resource:=
= =ResomrceMatch Matchld="urnoaziznamestczacml ]l 0:functioninteger-lesz-than">
<Atfrtbute Value DataType="hitp.waw w3, 0rg/200 /XL Schemafinteger" > 0</Attribate Value >
<Attribute Selector DataType="http /v w3, orgf200 1/ZIVIL S chema#integer” Reques t(fullwx@@(ﬁwfs Drelete[{@typetame="owsd :He]jPad_PQ'E
</ResourcelIatch>
</Resource=
— <Resource=
= <Resomrcelatch Matchld="urnoaziznamestczacml ]l 0:functioninteger-lesz-than">

<Attribute Value DataType="http:/wrr. w3, orgf200 1/EIVIL S chemafinteger" = 0 </ Attribute Value =
< Attribute Selector DataType="http./fwrwrw. w3, orgf200 12V S chema#integer” RequestContextPatives M fa Delete[@typeltame="owsd: Taxiway @
</Resourcelatchs
</Resource=
— <Resource=

— <Resomrcelatch Matchld="urn:oasiz narnes:tozacml 1. 0 functioninteger-less-than"=
<Attribute Value DataType="http:/wrra. w3, orgf200 1/7ZIVIL S chemafinteger" = 0 </ Attribute Value -
<Attribute Selector DataType="http /fwwrwr w3 org/200 LML chemafnteger” RequestContextPatlScounty /fwfs Delete[@ityp elame="ows4 :Runmy_@
</Resourcelatchs>
</Resource=
</Resources>
— <Actions>
— <Action>
= <ActionMatch MatchId="urn casisnamestoxzacml 1 0:function:string-equal" =
<Attribute Value DataType="http:/wwrw w3, org/200 1/ ZNL Schema#stnng " >Delete</Attribute Value >
<ActionAttributeDesignator Attribute Id="urn:oaziz:namestczacml ] Dactionaction-id" DataType="http/wrarw w3, 0rg/ 200120 S chema#etnng" /=
<fActionMatch:=
<fAction=
. </Actions=
Un I </Target>

= /Fulex




5) Delete of Runways Is permitted for License

ID 1
e

- <Rule Effect="Fermat" Ruleld="rule-1.4"=
- =Description=
HGA-Officer can Delete features of type owsd:HeliPad P2, owsd Taviway & owsd:Buarway b
=/Description=
- =Target=
- =Subjects>
<AnySubject’
=ISubjects=
- =Resources=
- <Resource>
- =Resourcehatch Matchld="1wrm:0as1s narnes toxacal:1 0:finctionirndeger-less-than "=
= Attribute Value DataType="http:lhanane w3 org2001 L LSchema#integer =0 Attribute Value=
< Attribute Selector DataType="http:lfvrwrw.w orgl 2001 ML Scheratinteser” RequzstCnntele@ﬂwfs:Delete [@typeNa:rmfnm-’-l:He]jPad_P@
=/Resourcehlatch=
=/Resource>
- <Resource>
- =Resourcelatch Matchld="urm:oasis: names texacml:l 0:function integer-less-than "=

= Atiribute Value DataType="http:fanene w3 org2001 WL chema#integer"=0=/Attribute Value=
=Attribute Selector DataType="httpfananm w3 org2001 Z L chermafinteger" RequzstCnntele@ﬂwfs:Delete [@t;rpeNamsfcum-’-l:dem;r_@
=/ResourceMaich=
=/Resource=
- <Resource>
- =Resourcelatch Matchld="urm:oasis: names texacml:l 0:function integer-less-than "=
=Atiribute Value DataType="http:fanerw w3 org2001 WL chema#integer"=0</Attribute Value=
=Attribute Selector DataType="httpfananm w3 org2001 Z L chermafinteger" RequzstCnntex@t(ﬂwfs:Delete [@t;rpeNa:rmfu:um-’-l:Runmy@
=/ResourceMaich=
=/Resource=
=/Resources=
- =4&ctions=
- =Acton=
- =ActionMatch Matehld="wmn:oasiz rares texacil 1.0 funetion string-equal ">
=Atiribute Value DataType="http:/farzrw w3 0rgl2001 W LS chema#istring"=Delete=/Attribute Value=
=ActionAttributeDesignator Attributeld="1mrr:0asis marmes toxacral:1 Daction action-id" DataType="http:fenaner w3 org/ 2001 W LScherafstring "=
=dctionhlatch=
=l4ction=
=[/Actions=
Un, o
=/Rule=




Now, how does enforcement actually work?

 Let‘s see the bigger picture first...

der Bundeswehr
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Let‘s see the bigger Picture ...

conditions

Identity Provider Source of the drawing:
OGC meeting San Diego, GeoDRM WG
eoDRM @i —p
Client 2 )—

GeoDRM Engineering Viewpoint
Authentication
\ 2006-12-13
uthorization Holds licenses, so
Service (Decision) we don‘t obtain

Client has already
authenticated Elfers, Wagner
Consumer End-User Deliveryman
license from
License Manager

Client has already

negotiated a

. License .
. License —>
license G— Manager o~
Administration Manager
der Bundeswehr
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But back to the question ...

 The WFS-T Request is added to an XACML
Authorization Decision Request issued by the
Gatekeeper, send to the Authorization Service

=Heqguest xmins="urn:oasis:names:tcixacml1.0:context” xmins xacml="urm:oasis names:tcixacml1.0:policy” xmins: xsi="
http: e wD 0rg/2001 MLS chema-instance” xsi:schemalocation="urn:oasis:names:texacml 1.0 context gs—}{acml—schema—cnntext—m ed"=
=Subjects
=Hesource:=
. <ResourceContent=
| <l- Put the WFS-T request here as a COATA scetion >
. </ResourceCantent=
=/Hesources
=Action'=
=/Request=

der Bundeswehr
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XACML Request containing a

WFS-T GetFeature Request
-

zxacml-context: ResourceContent = <I[COATA[<Yxml version="1.0" encoding="UTF-3""=
<wfs: GetFeature service="YWF3S" wersion="1.0.0" xmins wis="http A opengis.nethnfs" xmins:gml="http:ffeeen. opengis. netfgml”
xmlns:ogo="http: e opengis. netfoge” xmins: owsd="http: MMeeea. opengeospatial argfowsd" xmins: xlink="http:hanenne w3 orgf 19959 % link"
xmlns:xsi="http dAanenee w3 org2001 0L S chema-instance” xsiischemalocation="http: e apengis. netfnfs

httF:Hs_;ham-as-e-pw. et L S ha s i, el
s Cluery T}prNaFFIE:"EIWSilZHEHF'EId_F'gD
B oty
. <gml:Box srsMame="EPSG 4326">
. i =zgmlcoordinates xmins: gml="http: /Awwar. opengis.net/gml” decimal="." cs="" ts="">-73.965833279299443 40.524145817 20157
-73.93355431003192 408324035951 14554 </gmlcoordinates s
© <fgml:Box=
<fogo:BBOK=

<harfs: Duery >
=fwfs. GetFeature=])=

<fracml-context: ResourceCantent

 Remember the Xpath(s) in the Policies (Rules)?
— They are matched inside the WFS-T Request!

— Question: Is this request for River or Road?
count(//wfs:Query[@typeName='ows4:Road L")

 No! Thisone isfor... Helipads

der Bundeswehr
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XACML Request containing a

WFS-T GetFeature Request
-

zxacml-context: ResourceContent = <I[COATA[<Yxml version="1.0" encoding="UTF-3""=
<wfs: GetFeature service="YWF3S" wersion="1.0.0" xmins wiz="http: faeeer. opengis. nethufs" }{mlns:gml="http:ﬂw.npengis.netfgml"
xmins: oge= "hitp:ffwenene opengis netfoge” xmlns: owsd=" http fheenene opengeospatial argfowsd” xmins: xlink="http:fansae w3 argf1 999 link”
}{mlns ¥si="http: Hmmw w3 nrngElDHKMLSchema instance" xsi:schemalocation="http: e apengis. netfnfs

-::gml Box srsMame="EP=G4326">
. i =gmlcoordinates ¥xming: gml="http: M. opengis.net/gml” decimal="." ce="," ts="">-73.98533279299445 40.8241455817 20157
73.930955451003192 A0.8324088951 14554 <fgml:coordinates =

© <fgml:Box=
<fogo:BBOK=

<fuds: CetFeature=|]=
Zfvacml-context: BesourceContent=

o Xpath(s)
— count(//wfs:Query[@typeName="ows4:HeliPad_P2'])
— /logc:BBOX/gml:Box

der Bundeswehr
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The previous request would satisfy the

following Rule
-

— <Rule Effect="Permit" Ruleld="rile-2.2">
— <Description>
Field-Engineer can request features of type owsd HeliPad_P2 in the area around the atrport
«/Description>
— =Target:=
— =Subjects>
<AnySubject/>
</Subjects>
— <Resources>
— <Resource>
— <ResowrcelIatch MatchId="urr;oasis:names te:xzacd 1. 0: functioninteger-less -than ">
<AttributeValue DataType="http:/ferwrar w3, org/ 20012V Schemadinteger" =0</Attribute Value =
<Attribute Selector DataType="http:/Awwrwr w3, org/2001 20 Schemafnteger” Reques t(_‘.@="c ount] s Query[@typelMame="owrsd :He]jPad_PZ'])D
</ResourceMatch:>
</Resource=
</Resources:>
— <Actions>
— <Action>
= <ActionhMatch MatchId="urn:oasiz:names:tczacml 1. 0 function: string-equal"=
<AttributeValue DataType="http:/ferwrar w3, org/ 2001/ L Echemadstring" > GetF eature</ Attribute Value »
<ActionAttributeDesignator Attributeld="urn:oasisnames:tcxzacml: 1. Dactionaction-id" DataType="http:/ferww w3, org/ 200123 chemna#string" /=
</ActionMatch>
</Action=
<fActions>
</Target>
= «Condition FunctionId="urn:oasiz namestezacml 1. 0:functional-of' >
<Function FunctionId="http./fwramw. geozactl orgf 1. 0/functiondaithin /=
= <Attribute Value DataType="http /fwrww. opengls net/grol#polygon"=
— <gnl:-Polyzon gid="F2" stsName="EPS5:4326">
= =gml:outerBoundaryIs=
— =gml:LinearRing=
- <gil:coordinates cs="," ts=" ">
S74 2EFORTETE2E506,40.72400055310945 -74.12552621736003,40. 72260500837 1435 -74.12552621736003,40.614883172228036 -74.280301235302306,40.61555494050704
S14. 2ETOETETE28506,40.724000955310945 -74. 287087 67528506,40. 7240095531004 5 -74. 287057 67528506,40.72400955310945
</ginl: coordinates >
</gmnl:LinearRing=
</@nl:outerBoundaryls:
</ginl: Polygon:>
. <fAttributeValue >
U n ]' 1 <Attribute Selector DataType="hitp./fwwrw. opengis net/grl#hox" MustBePresent="false" Reques r,(‘.unwn@gc:BB O/ gmlBox" > >
</Condition>
</Fule>




Conclusion on XACML
I

 GeoXACML is very suitable for the declaration of
and enforcement of all kinds of access restrictions

— Because of that, it can get quite complex if you like to
enforce very specific and fine-grained restrictions

— It worked very well for us together with SAML to show
a licensed based Authorization, using existing standards
e Performance was never mission critical for these
rather simple Policies. So long you know what
you do, you can structure them to give good
performance.
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Warning, Warning, Warning, ...

e The current approach derives authorization
decisions for some WFS-T operations,
based on the service request

e |t can get very complicated if you like to
support all possible variations of
permissions and Transactional Operations

der Bundeswehr

Universitat jﬁj Miinchen Andreas Matheus - Licensed-based Authorization in OWS4

e



Example: Geometry restriction on Helipads
-

e S0 long the request contains a BBOX; fine!
* |f not (e.g. <Filter>Feature-1D=4711</Filter>

the gatekeeper must resolve the geometry by calling
the WES first.

 This can be controlled by the Status of the XACML
Authorization Response (Status: Indeterminate)

keep restrictions SIMPLE at all times!!!
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Hope you got the picture ...
Thank you!
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